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When a data breach makes the news, businesses 
often learn new security lessons and are 
encouraged to reassess their own processes, 
policies and protection levels. You need to not 
only consider the protection of your own business 
and end users, but also the data and systems that 
process your customer data. The problem is that 
while businesses are focused on their missions, 
cyber attackers are looking for new ways to 
access valuable data. In this whitepaper we cover 
the basics we recommend you look at first when 
assessing your own business security landscape 
and your desired level of protection.

Zero Trust Model

The Zero Trust model isn't a technology, it's an 
approach to security that guides technology and 
processes in the quest for better security. The 
Zero Trust model is gaining significant traction in 
the marketplace and security experts see this as 
one of the best models for reducing the number 
of cyber breaches. The concept is simple at its 
roots: do not automatically trust anything; inside or 
outside your organisation, without first verifying it 
before granting access. No networks, no devices 
and no users.

This approach does away with the old model of 
securing your perimeter and controlling everything 
within it, assuming everyone inside doesn’t pose 
a threat. So we start from the inside out, securing 

what's inside the organisation and working our 
way out, protecting as it expands.

Incident Response

One of the first areas to focus on is Response and 
Detection. A security incident is going to happen 
at some point, so it’s a good time to dust off the 
incident response plan and ensure its up to date. 
A basic incident response plan needs to include 
the following: 

 § Key Contacts - consider your response team, 
an IT representative, senior management  
and also legal, HR or PR is relevant too.  
Ensure there is no single point of failure in  
the contact list.

 § Escalation Matrices including criteria.

 § A single process diagram; and

 § An always available "bridge" or an alternative 
collaboration function that allows stakeholders 
to manage the incident and share information.

Click here for further third party advice on 
establishing an incident response plan. 
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https://www.ncsc.gov.uk/collection/incident-management/cyber-incident-response-processes
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SIEM, SOC and Automation

With the wide portfolio of security products in 
many companies, the average in a recent report 
being 24 separate products, maintaining visibility 
and understanding across all tools, plus event 
information generated by operating systems, 
it's harder for those businesses with a complex 
portfolio to know what is going on where and what 
requires action. According to IBM, in 2019 the 
average time taken to identify a breach was 206 
days. The same source states that the average 
time taken to contain the breach was 73 days.

This is why it is of critical importance to get 
visibility of your existing estate and reduce the 
breach detection and containment time. Deploying 
a Security Information and Event Management 
(SIEM) tool provides some level of visibility, but 
you need eyes and skills reviewing this regularly 
to identify a breach. This is where a Security 
Operations Centre (SOC) comes in. Outsourcing 
your SOC is usually far more cost effective and 
gives you access to highly experienced and 
certified staff without the overheads. With a SOC, 
you're able to get 'eyes on glass' 24x7x365, 
shortening the detection timescales.
 
Coupled with Incident Response, we can actively 
work on reducing the containment time because 
we caught the breach much earlier, so there is less 
to contain.
 
Lastly, when you're identifying security partners 
or tools, look at those that are able to offer 

automated response. What if a breach was 
detected and there was the ability for an 
automated action to be carried out immediately 
to remediate? What if a machine was identified as 
having malware or C2 software installed and was 
immediately quarantined to prevent damage? This 
could have a potentially huge positive affect on 
your business. 
 
Email Security

Now we move onto the topic of protecting end 
users. Afterall, that is where evidence says most 
cyber attacks are likely to start. General spam, 
phishing, whaling or similar malicious activity is 
likely to happen, so how do we prevent it affecting 
our end users? This affects users regardless of 
location; not just remote users.
 
One that has been around a long time and 
continuing to evolve in line with the increase 
in the attackers sophistication is email security 
or mail filtering. Subscribing to a service that 
has advanced capabilities including link click 
protection, sandboxing, AV, phishing testing, 
data loss prevention; and threat intelligence, 
can protect your organization before the email 
reaches an end user inbox. These tools often also 
have the ability to go back and remove items after 
delivery if an indicator changes, ensuring that the 
lowest number of threats actually make it to the 
end users; and that if they do, they have additional 
protection in the event that they respond to its call 
to action.
 

Email protection is also needed inside the 
organisation. With the proliferation of Microsoft 
365 and G-Suite, there is a huge increase in 
credential harvesting with phishing attacks 
and fake login sites. Once an attacker has your 
credentials, they're simply logging into your 
webmail and sending emails as you. As such, we 
need to be able to secure internal and external 
traffic accordingly, and alert the organisation to 
such activity.
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Web Security

Traditionally we installed a proxy within our castle 
and protected everything inside it.  Then next 
generation firewalls were able to deliver us the 
same capability with simplified management and 
costs. But the concept was the same, you had to 
be within the walls of the castle to be protected. 
With a mobile workforce, this has had to adapt. So, 
we either backhaul all our users’ internet over a 
VPN and through the office for protection, which 
let's face it, we do not have the bandwidth nor 
inclination in our new cloud-based work to do, or 
we look for an alternative.
 
There are providers out there that have essentially 
shifted the proxy from on-prem into a SaaS model. 
These give all the same capabilities as the on-
premise world use to, but it requires an agent 
installing instead to tunnel the traffic to a third 
party for inspection and control. With the agent 
deployed, that means the user no longer needs 
to be inside the walls and can be protected whilst 
working remotely. These solutions can be easier 
to deploy but can potentially lead to network 
performance issues if not correctly considered.
 
There are also solutions out there that work at the 
fundamental internet level and do not have the full 
proxy overhead. These solutions also require an 
agent on the machines, but they work at the DNS 
layer; which is the basic technology the internet is 
built upon to block a request immediately on any 
network port, thus going further than some of the 
proxy based limits. Additionally, these solutions 

normally operate an IP blacklist too, so even 
malicious users hard coding IP addresses will be 
blocked, reducing the options for bypassing the 
controls. 
 
Identity and Access Management 
 
If we don't trust any user or device, how do 
we authenticate everything? Usernames 
and passwords have been the basis for user 
authentication for a number of years and client 
certificates enroll devices into an enterprise to 
provide device coverage. But in the modern  
world it's not enough, especially with the 
proliferation of SaaS.

We have to consider how we protect multiple 
devices with varying ownership and provide 
consistent experiences whilst protecting data.
 
By using a central authentication provider, 
enabling multifactor authentication, device trust 
and Single Sign On, IAM simply extends these 
original concepts making life easier and more 
secure across cloud environments. 

BYOD 
 
According to the DCMS report, 44% of businesses 
surveyed have embraced Bring Your Own Device 
(BYOD) options, but one of the least deployed 
policies is a BYOD policy. If devices that are 
completely ungoverned have access to data, 
how do you secure it? Firstly, define a policy that 

articulates your goals, expectations and what  
is acceptable, along with what is not.
 
If you have some endpoint products, you could 
offer your colleagues licensed usage of your tools 
whilst they work with you. That can offer you some 
level of visibility, but also reduce some of the risks 
to the devices.
 
Traditionally, we used to control all the devices we 
own via Mobile Device Management. But that no 
longer works here, and your colleagues won't like 
you wiping their iPad if they choose to leave. You 
have to secure the applications and the data that 
you allow on these devices. For this, we need to 
look at Mobile Application Management solutions.
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Endpoint Detection and Response

Like some of the other items discussed, this 
is an evolution of technology to match attack 
sophistication along with the integrated 
automation for response. EDR takes the concept 
of host-based IDS, mixed with detection engines 
and other process and login information to 
analyse endpoint behaviour. It  is not an antivirus 
or endpoint protection system.
 
The collection of all this information allows 
analysts to help in the incident response process 
in the event of a breach. EDR is not a replacement 
for endpoint protection just yet, so don't forget 
about your good old anti-virus software. You may 
soon see technology companies starting to bring 
the two concepts together. If you're looking for a 
new endpoint solution, look at those that provide 
the capabilities of both. 
 
Cloud Protection 
 
How do we know who is accessing what in which 
cloud environment? Are we sure that users aren't 
using shadow IT and putting data into other public 
cloud services? Do we know that our Microsoft 
365, Azure and AWS solutions are correctly 
secured? Probably not. We've probably taken our 
time to implement IAM and SSO to authenticate 
who can get into the cloud, but do we know what 
they are doing once they are in? 
 

Cloud Access Security Brokers are a classification 
of technology that does just this. Using the APIs 
and some integrations with other technologies 
such as EDR, Firewalls, Email and Web Gateways, 
we can get a view of a user's behavior and 
identify where issues lie that require remediation. 
These tools are also developed to analyse IaaS 
environments against security best practice, in 
order to tie down that S3 bucket that you have 
accidentally left open to the web.

Data Protection and  
Disaster Recovery 
 
If it’s not backed up, it’s not protected. Only 62% 
of businesses think about backing up information 
in the cloud. It’s a common misconception that 
Microsoft 365 for example, offers data protection 
by default, but this is not true. Microsoft offers a 
highly available environment, but if your data is 
lost or corrupted within Microsoft, it's lost.
 
Extending on data protection, is Disaster 
Recovery. If you were to suffer a failure of your 
primary IT systems,  how would you recover? 
Have you deployed IaaS somewhere? If that 
fails, have you designed recovery and resilience 
measures? When was the last time you tested 
your data protection and recovery mechanisms? 
 
 
 
 
 

Security Awareness 
 
Lastly, security awareness. We should not assume 
any knowledge level and we should always be 
refreshing and updating knowledge in a fast-
moving world. We need to find ways of setting 
a baseline and keeping our users up to date on 
activity.  Consider a security awareness program 
either delivered internally through one of the 
many collaboration and training suites, or find a 
partner that delivers continuous training directly to 
your users.
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